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authors and/or publishers.
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‘_L Protocols Defined on Network Layer

s ARP: Address Resolution Protocol

= NDP: Neighbor Discovery Protocol (similar to ARP, but
used for IPv6)

= IP: Internet Protocol, including Internet Protocol
version 4 (IPv4) and IPv6

= ICMP: Internet Control Message Protocol. Defines the
“ping” command

= IGMP: Internet Group Message Protocol
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‘_L TCP/IP Model

= Application Layer: HTTP, FTP, DHCP, DNS...
= [ransport Layer: TCP, UDP

= Internet Layer: IP, ICMP, IGMP

= Link Layer: ARP, NDP, MAC, PPP



i |ICMP

s [CMP: Internet Control Message Protocol

= PING (Packet InterNet Groper): A very important
network troubleshooting tool provided by ICMP.

= How “ping” works? By sending ICMP echo request
packet to a target host, then waiting for ICMP
response, and measuring the time duration.

= What “ping” can do? To verify connectivity with
another host in the network. The destination host
could be in a LAN, a WAN, or even the Internet.

s Limits of PING: If the destination host turns OFF, it

cannot verify the connection.
EMT2455 Dr. LI@NYCCT



i IGMP

= IGMP: Internet Group Message Protocol.

= IGMP is used for multicasting (sending data to
many destination hosts).

s The addresses used to send a multicast data
packet are called multicast addresses.

= An example of an application that uses IGMP
packets is when a router uses multicasting to
share routing tables.
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i IGMP

= Another example of using IGMP: to stream video/audio
to multiple hosts.

s Streaming means the data are sent without waiting for
any acknowledgement that the data packets were
delivered. In fact, in the IGMP protocol, the source
doesn’t care if the destination receives a packet.
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i ARP

= ARP (Address Resolution Protocol): to resolve an
IP address to a hardware address for final delivery
of data packets to the destination IP.

= Packets being used by ARP: ARP Request and ARP
Response
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i ARP Procedure

s Suppose computer Alpha wants to access a
destination IP of 120.200.56.10

m Step 1: Alpha issues a query in the network by
broadcasting a ARP Request packet, asking which NIC
has this IP address (120.200.56.10).

s Step 2: the host with the IP address 120.200.56.10
replies with an ARP Response packet that contains
the hardware address (MAC address) of the
destination host.
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ARP Revealed by Capsa

s Capsa: a popular packet/protocol analyzer. Easy to use.
Supports Windows ONLY by now

= Find the MAC and IP Addresses s

A\WINDOWS\system32icmd.exe

Host Name . . . . . . . . . . . . : UG4BXLIi
. Primary Dns Suffix . . . . . . . : citytech.cuny.edu
of your computer first!
. IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No
DNS Suffix Search List. . . . . . : citytech.cuny.edu
citytech.cuny.edu

s Windows command:

Ethernet adapter Local Area Connection:

: : Connection-specific DNS Suffix . : citytech.cuny.edu
Ipcon Ig a Description . . . . . . . . . . . : Intel(R) 82567LM-3 Gigabit Network (|

onnection
Physical Address. . . . . . . . . : B8-AC-6F-20-2B-68
Dhep Enabled. . . . . . . . . . . : Yes
. hd Autoconfiguration Enabled . . . . : Yes
N Llnux UnIX Comman i IP Address. . . . . . . . . . . . :10.15.60.137
[} Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.15.60.1
. ] DHCP Server . . . . . . . . . . . :10.10.200.10
DNS Servers . . . . . . . . . . . :10.10.200.10
I Con Ig 19.10.200.11
128.228.1.10

Primary WINS Server . . . . . . . : 10.10.200.10
Secondary WINS Server . . . . . . : 10.10.200.11
Lease Obtained. . . . . . . . . . : Monday, April 08, 2013 3:45:30 PM
Lease Expires . . . . . . . . . . : Tuesday, April 16, 2013 3:45:30 PM

See instructor’s demonstration




Address Resolving Procedure
Revealed by Capsa

Step 1. An ARP Request packet is sent by source host B8:AC:6F:
20:2B:68 (with IP: 10.15.60.137): “Who is 10.15.60.227 Tell
10.15.60.137” (interpretion by Capsa).

Note: Pay attention at the No. of the captured packet.
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Address Resolving Procedure
Revealed by Capsa

Step 2. An ARP Response packet is answered by 00:9C:02:03
:13:35 (with the asked IP: 10.15.60.22): “10.15.60.22 is at
00:9C:02:03:13:35”(interpretion by Capsa).

(7 = | Analysis Project 1 - Full Analysis - Colasoft Capsa ¥ Free - & x
C))
Analysis | System  Tools  View G Help-
= 3 - B - _'5'
) 3 \ét 5 =
1 I E Al e TIEVIVIREN /“\l‘
Adapter Filter Start t General | Analysis Packet Displ.ly_’ Packet Log \=—@ J\=—e ) Packet Display
2 Object Buffer - Output Qutput Buffer~

Caplure Netwaork Pr. Analysis Profile Data Storage | Utilization (0. pps (2) Traffic Histor..
Node Explorer

* _“Summary [Diagnosis [Protocol [Physical Endpoint [ 1P Endpoint [Physical Conversation [Matry” Packet = [Log [Report |
=1L P e == A | Response\Packets: | 7 |
@ Full Analysis

= Protocol Explorer (3)

Size

Pratocol

& T Fthemet 11 (3) g 10.15.60.241 is at [
TIP3 540 175947 10.15.60.67 Is at Of
& TCH 588 18:00:02.27, ARP 64| 10.15.60.84 Is at 00
5 T EIGRP (1) 75 18:03:41.88.., ARP 61
B T LOP (8) 5525 18:03:5182... ARP 61
& T ARP (2) 6128 18:05:29.77... 00:25:64:30:4F:31 ACIHF20:7B:68  ARP 64
T Request
@ I
1
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= & Physical Explorer (3)
= 53 IP Exphoaer {6} < »
64 -
&0
2013-04-09 17:59:07.617189 RN
Ba: 2
00:9C:02:03:
Dx0B06
= I
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ARP Packets Revealed by Capsa

e ARP Request Packet: @@ _j|_]|__||__

Sender: B8:AC:6F:20:
2B:68 (with IP: 10.15.60. 137)
Destination: 7?77

Ox0B00

 ARP Response Packet:
Sender: 2?7
Destination: 7?77

1 Lab 3. ARP: See lab handout for details
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ARP Revealed by WireShark

J

Similar to the above

A Intel(R) 82567LM-3 Gigabit Network Connection (Microsoft’s Packet Scheduler) : \Device\NPF_{9F3

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Buoee BEXZEE | Ae+aTLI|IEBE QQaf @M% B

Filter: | |Expresswon‘.‘

Mo. Time Solrce Destination Protocol « Length  Info

382 bbb Uy LelI_TDId8l32 BroadcdsT AEF DU WNO nas LU, 1y DU, LUy el LU, L. oU oy

387 66. 448631000 Dell_fb:97:87 Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.69

414 72.710603000 Dell le:Cb:14 Ercadcast ARP G0 who has 10.10.200.2017 Tell 10.15.60.10

415 72.792257000 Dell1_20:2b:68 Broadcast ARP 42 who has 10.15.60.227 Tell 10.15.60.137
00:9C:02:03:13:35

792604000 Hewlett-_03:13:35 Dell_20:2h:68  ARP 60 10.15.60.22 i
B 42 who 0. 11
420 72.803812000 HP_Be:bhB:91 Dell1_20:2b:68  ARP 60 10.15.60.241 is at 08:00:09:8e:b8:91

416 72

425 74. 018685000 Dell_fh:97:8F Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.102
433 79. 090056000 SeikoEps_06:7a:24 Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.244
434 B0.020961000 Dell_fb:96:76 EBroadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.157
435 B0.805455000 Dell_fb:99:37 EBroadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.189
436 §0.980082000 Dell_fh:89:cc Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.121
438 82.000183000 Dell_fh:96:68 Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.134
461 B3.978373000 Dell_39:33:3e Broadcast ARP 60 who has 10.15.60.17 Tell 10.15.60.170
463 B4.001875000 Dell1_39:33:3e EBroadcast ARP 60 who has 10.15.60.107 Tell 10.15.60.170
ARO BT ANNRTTIONON Nna11 Fh-af-AN Ermadcact ADD A0 tha bhae 1M 15 RM17? Ta11l 1M 15 RO RG

|~

%3

® Frame 419: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
= Ethernet II, Src: Dell_20:2b:68 (b8:ac:6f:20:2b:68), Dst: Broadcast (ff:ff:ff:.ff:ff:ff)
@ Destination: Broadcast (Ff:ff:ff:ff:ff:ff)
@ 5ource: Dell_20:2b:68 (bB:ac:6f:20:2b:68)
Type: ARP (Ox0BOG)
® Address Resolution Protocol (request)

oOnKS T Ks 2
0000 ff ff £f ff ff £f b8 ac 6f 20 2b 68 08 06 00 01  ........ o +h....
0010 0B 00 06 04 00 01 b8 ac 6f 20 2b 68 0a Of 3¢ 89 ........ o +h..<.
0020 00 00O OO0 Q0 00 00 Oa Of 3cfL L., <.
@ ¥ File: "CADOCUME~14INLOCALS~1YT... | Packets: 572 Displayed: 672 Marked: 0 Dropped: 0 Profile: Default
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